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(54) VPN SYSTEM IN MOBILE IP NETWORK AND SETTING METHOD FOR VPN 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a VPN(Virtual Private a 3 *jg£±»^ J 2z2*££lj !i 



Network) service by an IPSec (tunnel) between optional terminals 
without providing of a special function for the VPN in interlocking with 
a position registration procedure in a mobile IP. 
SOLUTION: The VPN system consists of mobile terminals, an 
authentication server, a VPN database and a network unit, and VPN 
information of a user requesting an authentication is extracted from 
the VPN database on position registration request from the mobile 
terminal, and the VPN system informs each network unit about the 
VPN information by using a prescribed position registration message 
and an authentication reply message. The network unit respectively 
set a VPN path in compliance with the IPSec between a home 
network unit and an external network unit, between the home network 
unit and a prescribed network unit and/or between the external 
network unit and the prescribed network unit on the basis of the 
reported VPN information. 




i 

LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner's decision of rejection] 

[Kind of final disposal of application other than the 
examiner's decision of rejection or application converted 
registration] 

[Date of final disposal for application] 
[Patent number] 
[Date of registration] 

[Number of appeal against examiner's decision of rejection] 

[Date of requesting appeal against examiner's decision of 
rejection] 

[Date of extinction of right] 



Copyright (C); 1 998,2003 Japan Patent Office 



http://www6.jpdljpo.gojp/Tokuj itu/tjc...49=&N0704=1 E_N/;%3e;%3f:;%3e;%3e// ///// 



(i9)n*®tom a p> <*2> & $H if & ^ (a> 



#582002-44141 
(P2002-44141A) 



(5!)lnta 7 
H0 4L J2/56 
12/66 



FX 

H0 4L 11/20 
Ll/26 



L02A 5K030 
B 





tt«2W0-225357< P20C0-225S57) 




000005223 




























<72)fgl0* 


*B 
























mi Si& 








mK«^*j*K&aK 2Te 2# i # 






















(7<i)ttaA 


100077517 



















(57) (»*] 

*B*CCr>i PSec V >*^£J:£VpNS#tlf -fc'* 
ffi 0 . *<»V P NW«^£<0ffi9S»^ - -tr- t>£t>' 
s£g[!5cc*-ft<eft i PSecccjr&VPN'^x^M? 

£> t I OOJ <2 iM ihl 

c> \ / r. h> </> zvo 

is V < u. « >> m 

IMtlooo 




1/1 



03/10/14 ^FtfT 10:34 



(2) 



mm i ] i p * -v h 7- }±xm&* •? 

tmZ&thUtctZtC, I P7 KU*©Sfa4#SSE^ 

wffi**4ra*ottTr, i p* ? h 7- ^rt*dft^ja 

[NA*3 ] IIB^ttHIIHKitniT'? -f 
ffilRi-b*:* ■> M«**eriM-C*« C 4 £#&4 

»te**;r*-i>K*hr*BKi&Bj< s-b-itgtim 

[B*W5 ] mB9£¥5tt> a©ft 4 

[B*I6] *^WJH P** F7-*CCfctt*vp 

Ni'*rAti. 

A** F 7-*<cK»*ftfe*-ABE'P 

i^7-^(cw*6nfcvpN^#-s-x 

4. 

*-A*? h7-£, ft**? &affi£<Wi 

«!***&*? w-tmtt* 

W*g*l,fca~<W>v p NKIR* VPN r- 
61 & So. V P N1fttt*m®fiB9£ >' ? -b 

Be MO* 

***l"*->«Btt* ■ttSAfcVPNflNKSfc* 
-A*? F7->ttB4tttt*? h7-*&fi|S. *- 

a* 7 r 9-*rb4#t*«>* ? r 7- »«n. so' 

■K*ft«il PSec*cJ:*vpN^JMW« 
C4*«$&4-r£VPN^*rA 0 50 



tfB2 0 02-44 1 4 l 

2 

&tf * y YV- >BBfc* + „ 5 ftfc V P N1§?££ 
WERttBccKK?**. Xtt^W*lPT«asn 

»«B4ftB*? *-U?h7-^ 
Jte4»r*©* * h 9-*itBH, RV/xiM-W* ? 
F 7 - ?£B4£f£c>* y h " - j>KBB4>&V P N m 
**tffefr i PSe cKJSVPN^fcBWMf* 
*. H^weisMco^x^A. 

] ^-Aigii-^-^vji. 
wfeVPNr-^-x^VPNfjWRi, 0*00*? 

^fi^^Vi. ^^>ISS9^ 9 t fe-^*Ci^$n 

A*? h 9-^SaS(5X*»A>feVPN«* 
SffS ^ * A A A V P N*IJ(ai^i . 

^^©**«8ifclDarPf A* 9 h 9- 

**T*»*iB8gaJ8<?>feKo 
[S*fl9 ] S* ^ h 7- J'ftB*. 

D ^ < *«!iE"r^fc«K^ h >*A*B«**MA VP N 
H9i»4. 

€:***gj|^ SI2w^ago 

mm i o j i p^ ? h 7- *cc*c**v 

PN«'SS«*stiifc 
W*^?-b-i**-3HW*C4, 

- *-ABB-tf--^<tt. ^(f 0 tc&Mg&j: 1> 
r 7 - ^^ggSi RO'^ -?M0>* < 

**1*B«MiU * ^ h 7- ^^SSfesv PNIi^ 
B*"I , C**«^ttVPN* t ^»<c^Hkx-s> x > 
t-Mft*? h^-fritB^VPNtRtOT. *n 
6«>ttiR«d«rfitBBiHi3K^ ^-^^ax-^v 

^>hcc^(rr-sc4, 

* - i 5 * * * y 5/ a o, BBBB«B«r#7ft«: * - h 
9 - ^ttBBH^V P NSSe«girg^**li^ii^ 



1 / 1 



03/10/14 ^FJttT 10:34 



rnxp:/ / www6.ipdl jpo.gojpAjcontentdb....49=&N0704=1 E_N/,%3e,%3f;,%3e,%3e/////// 



3 

J8»fctt^-^*>hKrtttfcI PSec h>*A 

HKJ:*). 5>^ai/-c**rt**-y*>h -* * 

- 5> £*r» J- - * > tco O - *7 > iSff^ 

- n^ftjMS&lPwftt. £iiOfcs2!Bfr2F> 7-b- 

v VV~91tmMmts>l PSe c r >*JUtc«J:*VP 
^^riES^' & C <L . 

[0 00 1] 

PN : Virtual Private Network > *CH*fe;i**Kj: 
t?* ^ > £ - * ^ r ±<*>fe ta^< «f Hitt^?* 

♦J. en&**IW*fflli<fcor i P Secunt 
y Protocol » rjpsecj^} 

1 0 0 0 2 ] ! MT-2 0 0 0 1> 
[0003] IMT-2000t l ar*^ r K? — $T— 

*^^**a>eaitt&R fc 20 0 2r»*atifc ! 

P Mobility Support (JSR. r *a 
^IP <w*>ile IP) J ifjtf) CC I PSe c&Hftd 

CC*C» txjJb j P (nabile internet protocol) £ 



3) 4SB2 0 02-4 4 1 4 I 

4 

t*. IP* h7-^K'^4^ r 

X- <£2^£^e£ii&, *? ^-W^ 

10 

[0 00 4] Ud*t/Cn6<3D«*tt. igfi^5S± (»<t 
*#I PSec|lft«rBoCi*«lil/U'*. cn 

Pi I PS eci&^S 
[ 0 0 0 5 ] 

20 nmoxm) mi it, *z*>u* i p 

1 PS e ctSJBl/fc* ^ 1^ ■J-^WflJK^-WtSib 

fe^oD-c-fc^ cent hr* 

! P7-^r^f 1 1 UCR F C 2 0 0 2 r«*Snfc 

£ 6 ^v^jUPit, -t-(JC'*©^5iSSC>* ^ h7-^ 
tctt»l,r-b* ^Jr^ B#lft99fefcafr, ! P S e c * 

30 [ o o o 6 ] B l ^ftr-v*. i pr-^^n^ 

If! <MN :Mi5bi1e Node) ^r^tXi/fc^ vl9 
-^2CC$>-£>^S?lfix-^*>S*2 1 (?^J--t^> 
h P A:R>reion .Aqsnt) ia-fW-A^ ? h 7- 

HA i ht»e.Aoent> i^^fe^t^ I P- ! P h>*^ 
^1 PSe c h>*^6X'g^S5^^ib<^X v ^D. IP 
SectSl^VPN l>2&$9SMt x 

-^x> ^ 2 1 ^0'3 1 tCE&UX 

[ o o o 7 ] ^j^tc i p s e c h ftgBer&c: 
t»«ix-y*> h 2 1 . 3i dco^aiwrsft 

(IKE) KlM->felWCC*«), 51«**AF5S <C 
N : Corespondent Node > i^gft^Sfe ( i KE) ^ 
JBi^ca9l*C I PS e c C<J>4« 

[0 00 8] -BKl, VPKlii PSec^MPLS^ 
ff erent iated Service (CIB. 



1 /i 



03/10/14 *FU5 10:34 



nc,^:/ /www6jpdljpo.gojp/tjcontert^^ 



(4) 

5 

l/C*M\ *©|S*V P N<D^- tr*.ft»3iIi*+£ 
t*. I PSe c^ca r 3^70 F^rt-S^*? ifr* 

[0 00 9] 

aee<j:ni*, «iwa«K:»¥r&«*ft^ri PSe 

r I PSe ctf-tfAfc»^**AM*<, Sfc-fe* 10 

i o o i o ] *>u* \ pku*« &a 

fc. *#Wfl>lWii. f<-fJl i Pfctett*fiHB§*- 

«iit»i/r. a<s icm$?zm*<D2zt i p* ? i- •? 

-iF-sco-b** 'Jr * r$ WKfiflcc i PSe c 

<I*S^tc VPN HKti^tm*&ft:tf * C t % < ft£ 
^pOTTTiSWiSKivpNRt^-tr^aftU. 
WrtUWtfli 3 -tifcVPN"^— b •* * c £ tc 
-C-ntd^O, VPNt^b'A£&&T£1f--t'A 

[ o on] j: Djattfttci*. kt©c ±*B»£tf 

ftKH#?&flft4>fiatI P* ? r 7- *^fl>-b*» »J 

teVPNtWtiCit. MN1^CN42, 5 2 K 
VPN««E>«*»aW6*»^*Ci«l< 1 ftSctfS* 

n-c©v p n^ae^- t afDMtMJifctt?*. 
**. 

3)MNlWatC#U VPNWSIS«:B«JSW'r& 
[0 0 12] 

ivm*&&r*tiiba>¥tt] H2£#, m i0tto& 40 

flic: gg5? I P 4 ? r 7 - * 2 - 5 ©S-b 

t^Jf-f h £ * 2 I 1 Kg&ftK j P S e c 
*flfc>fc VPN fcSS*^* C i VBM<C&k 1 4*** r 
3 2-5 2ffl©fi«tcVPNSft*^-tr^«:iffl*T& Q 
[ 0 0 ! 3 ] H3i*. *ftWS>«*«ailMfi^n ? *«t 

HKDW&1M1£?t&^?*Ko MI P <Kiobile!P > 



#132 0 02-4 4 1 4 1 
5 

.»<^HP7'Oh2,'lr«, AAA^PM^ A 
fef»CM3Rai ETFt?*fcM*«>D I AMETER7P 
(Authentication), £§eJ(AMthorization> t 5S#(Acoun 

fejatt«^e8KttlMi2D I AMETER7P h^'Ur 
$S3n^AVP (Attribute Value Pair) £i?i*n& 

v p NJ«rcH , r&«S*'Ca*. 
[00 14] MN (Mobile Node ) i*. ^<^MP7* 
P hajUliSa^W^*^*****^ AAA**. ±j$ 

6tl^*#-C**o AAAHi^lEg^-^-^rtiA 
tf-^^t>? h?-^AAAt'**i, A A A F 

AAATA& *»W<DAAAii±S3*M8K:Jjp^*CVP 
N^-^^^^^^aSSE^^-^'VPNWa^ffl 
U HA^HAg£M»*> t^-b-^C. SfcFA'siiA 
A A F UfcSffftS j< * -b-^CV P Nttt»a 
^00. $&K^-WttCDVPN«a«>«miiVPN« 

[ 0 0 1 5 ] F A ( Foreicp .^qent > i*, RFC £0 0 
r^>«S 0 i^-FOT KU*TN3b*SMlT KU^ <Care 

-of-Acwress > rc^^-b^Mtsnraenrd^^ir? 

FA4*i PSecO^^ 'Jf-ry- h^^^^dM 
[00 1 6] HA (How* Arcnt) Jt. RFC20 02T' 

is^n^^>f ^ ^ ^ ft 

^ # HAlcm£2ftXZtc®W&j£CQ*-^T KUa4 

^»rtr Ku^^7**jMtsni:jgaisn^ cor 
k b xa>»ist*siMir-&i *ran & * - :r*T«B $ n 

6. *»H«r>HAIt i PSecOT*>yf^-M 

[0017] PCN (Proxy Correspondent Node) li, 
KR2 0 0 0-3237 2«t«*3tl&flB6x>^ 

y- K (CN ; Corresponq»ent l*xte> «cft*>-? % C. HA 

fib. i*^EKt:iitD$nw65te^tt^r>4^*affi 

T^* *S«©PCNiiI PSe cC-fe+Ay^i*'- 



1 / 1 



03/10/14^111 10:34 



nttp://www6jpdljpo.gojp/ijcontentdb....49=&N0704=1E_N/,%3e.%3f t .%3e;%3 /////// 



7 

-tomzxh*). Ml P^nha.'l-CsiasniVPN* 

fKKffu -e©KtttrfcvpN«w«:afr^i*'C*^ ^ 

[ 0 0 18] *g«tcj:tti*, JHBWI**#- h 
I P* ; h 7- ^-*?I^tfw*&tf* ? h 

fim <!2aE&#> Vm&-?t ( AAAH> 
^^*Ofc^-^VPN1*lfi*VPNr-^^-X^ 
6ttttU •C-cr>VPNtStt€<tS£^>^-fe-^0 f l2 
SlfcS.X*-b-5>*Jlt*'C** h 7-^i£S (HA, F 
A > Kjfi5ir3'£* 4 ;.■ B- 7 — ( HA, FA) (£> 

IJBinfeV PN«»&SU: H A t F AlfflCCV PN£$! 
IE?** *<m. I*, lift 

A*6V P NWffi^g*3tife3i<t^*JR«<ii:^+^ 
y**< *W*5*<* <PCN> ^VPN^tt^ 
[ 0 0 1 9 ] iweS^^wv&tf* ? 1*7-2^ 

PNl*fR*ftSBatt«^B«T^X«*- , W^ I Pt' 
HAHSt/PCNiWFAWCCSrfciQ: I PSec h>* 

sic f AB©f-*w? HBayc*$^*-fe**y^ 
OF AfHOSs^ h>*jwei i PSe c I- >*ji'$we 
[ 0 0 2 0 ] #£930>!SiiEtr->< {AAAH)il a.- 

Ah (CN> ©I P7 FUXS9»&&*.a-' Fvistov 

PNia«±a«*** ^tew^^ y r < r 

(VPNGW) £<BttJS**tt«**VPNr-- 

jMMfcL/fc?**** ? h 7*-^2©-te*a y^ < 
V * * ^ < F A > 7 K ^ 9 

-^3W, y^-f h£ W (HA) 7 h"l/A, 

-if «is v p n ttffi(c»£ ^ n tcmmft* * 

JKgT£-fc* * *)r v r £ * ( PC N ; Proxy C 
N) 7F^^6VPNSe£8l8%4v1t$'^AAAVp 
NS4fM&£, S^-a »J5r < JrWfrWBBCW— IT* 
«ftB£-b +a L» 7 w tMR**- tA^07T^ib 
X . 7 £ -b A * * h 9 ^ ^(PSSSBfc^-*' ? -b - 

AAA7P t:a*«UU:. fcWf** 
[002 1] *fc*JW©**a y * < h 9 
6fi£*4-; h 7-*s£g (HA, FA. PCN>v*, ± 



8 

EV PN*«*MSft*:1f-- tA^7 t R F 
CE 0 0 2 i^n«cM«T-S*<Wft«:'ttStva h^W 
SSft'&fctfHJDMA (MtsbiliTV Agent)* P h =2^&3lfcl> 

[0022] H«!?3MA7a v^b^mmt, BF©*>< 

-f^ I P-S:^- h Or^^CNUlf^^rHA^^^C 

^5 v p NtttttfOS 5 nfc-^- xA7az>r<4 it 

&mt^ CNte|tb-jrFA^<0|»&h>*JU«:IPS 

[0 02 3] »SWS* <MN> h7-i? 
3&***7 h7-^^g <HA> C-MAVPNlMMi 

ti. fifiSE 1^ >^>^^«C^-^a7D7 t ^^t? 

■b* * y ^ ^ Sii3»**S n&&RFC2002 -c*i* 
^n^cH A^6^l**©^ttO*HS*t?*&«-W4 ? 
\ r ?-'?2^ihZ>* ? \ 7-^^.S < FA) tci^^i 
20 r->^^€ra^<Di P- I Ph >4*K«*>« I PSe 
c I04*«R*U -*FA<WB©MAVPNBBWi 

^>i. FA*6HA^«S>h>*A Cii»y^'-^h>4 
JliW*n&) =£ i P- I PY>4^C\tU< 1 PSe 

c h>*At«ier&. 

[0 02 4] ±^l/fcct *JWIK:j:nJ»-'<^it 
i P^^W^ffilHSSS^Wi**^. a««cH^& 
ffi*CD'2r« ! P* 7^9- ^cr>-b * * y ^ ^ >f- Y -5 
*^tC«WJtcl PSe c£ffit*fcV PN^sSt2n6 0 
30 Sfc^T, <MN> «l<sjfe*^h (CN)klV 

*^ h^-^B*cvpNga«^b'^d**dn*fc 

[ 0 0 2 5 ] 

*o^*><or^*o t9nOBfiWBvCE>vpNtt 

40 «W <iBWHA-CNBavPNffa»> *jSl./C4d»), 
««A^lwyPN^^X«ttA0t:ir'6 i SPClnt 
ernet Ssr\nce Provider) £inirTS9rt4b&'Cl»& 

ccvpn >»sr* ^ n^s j: *> & o itm&&a& o x 

VXQffl&Utt^&W^l'XmftffiliUX^o 
[0 02 6] B4K4Jl*r. ±gB^-^X«rMt?^-^ 
1^. *^^54*-AlSP3i«:«rvpN^«? 
50 ( S LA : 5er»/ice Level Aqrseraent > ^rBlOx^ 



1 / 1 



03/10/14 *Fm 10:34 



htW/wvw6ipdljpo.gojpA|contert^ 



(6) 

9 

(CD) D $&jfcg\£&mr6$P \ (Security Panwet 
erlnqfex) tmm, -F-tf*JlB. CCDVPN^WfflpJ 

*. e±S0DVpNGWeB5 16CI SP3QHA3 1 
^VPNflMlfintf^ I SP<!**lfeft«CjnSn&Ji 

AiSPL fft5fr&£-r£o SfcVPNte«K3 5£b 
TTC N - G W*a*CC±JR M ^ >7 K U A t V P N G 
W«B5 lfl>7 KUA*a«U GWggitCVpNftff? 

[0 02 7] @5KIi, ^ttfflnvPNf-^ 
^-X<^J!M£ctL/TI>& 0 VPN5 sr -*'<-*3 4 
ti&^ITOWEl/fc V p N -7*-* 4 * 1 
<DSR&r-A+J. £ > A £ > X tfS— (DVPNIC 
4. &VPNF- CG>VPN1fitt* 
-l^gfWr*)l>^7T^m (Profile Nu 
nber> , n-tPC-* ? V 7- ^SSSIH 1 < N A ! ; Newor 
ic Access Identifier > . tz^ ^ l J ^ < \- V * 4® 

Ott^»Jf <R«*ttffi"r&^*mfVPN*^SSa 20 
(vpnshare) . B<By8*«> ! PrFbA {cfest<*Ai 

r> . B^QoS^^a (upclass > . 

(OQoS^^ (dowclass ) , IPSectg^ 

±D^rsiSP I (upspi ) , IPSecfffi^TO 

■fifoS? I (dcwnSPI > CmfiSSn*. 
[ 0 0 2 81 B?iev P NftMSStc 0 VWEZfttcm 
u p c ! a s o , downc lass, upSP 
i . dovnSPi li*«oJf6i?fc*. cof- 

DAP (light Directory Access Protocol > ^SQL 
*Wr>fen&. ±jibfcVPNtt»3 50)CN- 
Gwm*cco*>rt*fti*««8 K*©— 
[ 0 0 2 9] JWC, 1 l*£^ffttft£*>l'fc* 

-A I SP3£P-S>^£j*:l/CC>& i SP20& 
jR©7***dW>^»#U *>'<-f,»l I PODtfgg 
^{Reg Req) «2» £Sdi?&c:£*C* * 40 

! SP2<»##tf^>f-££&FA2 1 liC<D®»»fc 
(AMR ) (®> Kt**frC. S i 
SPFKDD-^^AAAIf-^' (AAAF ) 2 3 £/K> 
tf. .s-lTOsfr-A j SP30AAA < A A AH > 3 3 

[0030] AAAHttKaB*^?*-^ (AMR > 
CCS*n&NA ir'VPN^-£^-*3 4*£$U 
C©a-l^tCH*«[)VPN-lSa3 5«:»ffif 

N -GW7K U Atflt^ J: VPN r - * 50 



47092 0 02-4 4 1 4 1 
10 

fiH13feiL/Tlg^$n*C<r^±J*K^^><Dr R/a 

&VPNffc?fc* + ?*>:*K:FA-HA. HA-^*GW 
02^<PVPN£$^** HAK#l/tC02 

fc-* (HAR) £&<rf * (©> . 
[0 0 3 i] B6W*AAA^>SSflWlft^P^^«:, * 

t»-C. A A A3 3 (2 3 4>»fe> I*. H3rmUfc:AA 
A^Ph=3'UM8ttB3 0 1 . AAAVPN*«ia^3 0 2 

S?fc-4,'U3 0 3, RtfttE*? h7-^f^^A^> 
^7i-A304M««in^ AAA7*Oh3^M 
aiSfJ3 0 2tt. AAA7*a h^^^Srt^^>AAA7P 

[0 03 2] AAAVPNH8IS3 0 2I*. VPNf- 

(@5> J:*T*jHiUfeVPNtt«R*++ 
r*VPN»«**»^*3l2. VPN«H«S*W 
S53 1 3. &£s£33 I 5^&l§«$3*V*>e H?K«, 
VPNWK8+* ^ s >^3 1 2€>— rt€:?nl/tr VP 
N««* + ? * 3 1 2 tit V P ^ y 4>X 

p *• ^ ^ ^ >^ ^ >x i ^ si it— awxui§»- 

t*^-;Vs>iD, C^-WiaiE^TC^VP 
N©»*jnt^P7T^A» l »VPN<M9*I*«*# 

[0 03 3] 5VPNljffl^D7T^*l-n«. VP 

P7 h?A^ tcciSr^* 

TOS^ !PSec«rAH, ESP. i77'-bMtQ> 

7. I P S e c h >4 ^ - Kt'f i^^^> i P S e c 

s§^t'^^«:^ns*GW8M, ±o 

^ A mWDft&il-X'bhS P ! < Securiw Parawet 
erlrxaex), ESPB»^«. ESPISH«mh*3n 

I 0 0 3 4] V P Nf£S$£*Ha£&3 1 3 1*, «cc-rt^ 
CCCN-GW7 KUXJ#|£*3 ! 4^^UTfc9. 1^8 

UXN-GW7 hi/Ajfhfc*(o-fliii/t:ir^. cn 

^. GWTKb^, S:0'GW|i9l^:^t?r KUa^>a 

*>^i-n^%iijifcati. CNrh"i/A/^ ;^A 

[0035] 7rry4r-S's>'»'w<«, VPNf-^ 
-<-^3 4 tWEB?7 ir^-i ^3>3 6^^>w5^$n 



1 / 1 



03/10/14 10:35 



i 



http://vmw6jpdljpo.gojp/t^ 



(7) 

11 

h ?-**r-**3 0 31*1 P^*"? hC^g 

[0 03 61 09^134*. AAACOSSa^a-©-* 
£^LtTl*£. S 9 l*A A A<D£#&*£:7 P -fflfc'fc 
tT. h '*-«>-**30 3 #4*6* ?h 
>»7*^304^'^f h^SISf 6<t. 10 
- hS^KUDAAAV^y >?;<>r y h&iSftU 
AAA7D h 3Jl«nS3 0 I * hOtttllft 

&T < S 1 0 0 > • H 1 OiiAAA^a h =2,'t>£U5&3 

1 !CWffll7D-«r'4>^. «il/fcAAA7D 

£fl> 'J (SlODc eSSES*>* ? 

fc-i 5 (AMR> 1?^a?77S 1 02-. 
^iSSCKS^^'fe^ <ama> r-^n^x-r * 1 
0 *€>ttt?**tf*****S 1 0 4^«B*<Mft 
?*. 20 

[0 03 7] ±Bl,fc*fl®*dCCt*. AAAVPNM 
aSU3 0 2 £*sgif £ < S 1 0 2 ) . arc, V PNf- 
^-^3 4*5«lffl03teVPNttm»*SBaK«^? 
-te-S. 5 (AMA) *VPNlM* + ?£':»£8J£'r& 

(S 1 0 3) • «Ut, GN-GWfcAcaEVCjftK 

l/C*>fc£tlrr* (S 1 0 4) • AAAH3 3#£tir? 

z>mm&&* (ama) a^ffiBfisw*^ - 

■fe-J? ( H AR > fcUiVPNffMfi** ?t/»*S£l/fc 
S©/d7T ^Jl'+f r^»AVP(Rnotfil« Cache AV 30 

p) a 1 1 te**, a i o©**- -. y 

S l 0 3 tCtotl&jt v -fe-S#M5* CSftftrf *-te-t> 

[0 03 8] HI 2*, AAAVPNB»»3 0 2^«L 
W?v^MX'&Z* AAAVPN*IJWS»3 0 2t*. 
tcVPNr-^^-X3 4^««g^NA l*CM*(, 
t^tiVPNIf^^ <S 1 0 5 ) ♦ £KV 

PN»a^«a»»3 i 3 z*mo < s i o e > . zl, 

rypNr~*^~X34^&8E&Ul/fe$P I (Secu 
ntv Raraneter Index) * h S P i T'&ftt*** 40 

(S 1 08) . 

[00391013 It, V PN8BM7BNMR3 1 30 
&IS7DHBfrCfc& 0 VPN8SSSftSMartlS3 1 3ti, 
ISEg^t^ y^e—i' (AMR) 0^#7E* A V7 KUX 
iPhUW iBtoVPNOW (FA) 2 l©rKb«K 
K*f* (SI 09) o *fc. VPN^-*^<-^34^ 
&H»tH O fc C N T Kl- * « J: ») C N - G WT K b X# 
J£&3 1 4*tt*l/fCN5 2»3>VPNGW5 lOT 

KP^iVPNGWa8l49telH-r (SI ! 0 > • 50 
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[ 0 0 4 0 ] Rev PNGVfBXUKiMV PNtt 

cvMB-cMtax???^ 1 1 2-. «t*c**itfx 

fy^S 1 1 3"<4»*0# a *'& (S 1 1 1 > . #«t? 

HA3 l^iWr^VPNttfRCOSIiSGWr KU 
AKHA3 ICDTKUX. «JfeGW7 KUXfcCN-G 
W7 FUX*Hfc*3 1 A frhsS&tiibtcGWh 1 <£T K 
U^SBBW*. *fc, FA2 I^Sar^^VPNflS* 
<DSii?cGW7 KUAKFA2 1 ©7 FUA, S*GW 
T K U A(C H A 3 ! 0>7 h b^^gS^ bTSmZ&T? 
h < F A - H A - C hKCg&Tt > . 
[ 0 0 4 1 ] VPN GVVBWfiWV P Ni§^'5J 

tt-c*nw, ha3 i-a«rr*vpN»*<w6*Gw 

T KUXtCF A2 I Q>T h Ua, j^ff tcGWT KUX^C 
CN-GWTh-bX*K£*3 1 4*6K»Bll/*:GW5 
!©7KUX*ait&. FA2 !^S*lT3-&VPNte 
fSCC'iaifTGGWT KUX^FA2 IC'T KUA, ^frcG 

wr K u a Kin 1/ < c N - g wr v v ^Mj^^ f> 

A-CN <X4*PCN> (CM) o 
[0 04 2] B4CCj9C^ t C. ^HA3liiAAAH3 
3 * 6^ L/^Cie^g*^ ?-b-t>(HAR>Ktf 
HD*tlfeVPNilMI«:*+y2/aU 8feK:»e*nfe 

«aKSE^rHA3 la^6iUKGV& l^lPSec 
B->^il (2) <tHA3 13»6FA2 1 — i PSe c 

(3) *fcS#l*h 
3» h €a^*fciO0lttR*ail^* I P S e cffilS-? 
-r*Kl»*r^o tffe. i»MM>GW5 1^6HA3 

l^ipsech < i ) \mw<ogym& i S 

LA> idt^^KCCBABKR^n-Clr^fc^. HA 3 
1 -^6l^GW5 i ^<0&J£*m\ttmVibZ>. HA 3 

i «(4is©5*aie»7aKf4esi«es-rf ^ -t- 1> < h 

A A > *AAAH3 3lCiEiHf ^ {©> . 
[ 0 0 4 3] AAA H 3 3 (m&ttBSWSS^ 
S^(HAA) *ICVpNMHI*+y2/a 
3 1 2^FA-HA»<S0VPN«ttUlL/ (HI 3^>S 
1 1 3«H) . FA 2 lec^^T^f^C^VPNO 

< AMA ) 

«AAAF2 3^aHn-^ «B» . A AA F 2 3C^MN 

1 coo-^A ^ Vrt-CWWfcKWit? &fc«>VP N 
Wffi^ A A A F 2 3 tC^ + -v i'* UfefttC«tt*F A 

2 1 KTIffiW* <S 1 0©S 10 1 10 3, RCf 1 0 
4#P.8> o 

[004 4] F A2 1 tt. mBc&* ( AM 

A ) IctmZfttcV P NW$g£* * * ^ 

A 2 17^^HA3 l-M&I PSe c h>4,'U (4 > «:3S 

«H«a* i psecWrtft^-^uccasE-r^ 
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?*>-i> (Reg Rep) fcMNlfcjgjg 
ri^GTl'ttoa-iW I PS e c h>*JU**U,i: 

Pi sla t, c w« 

[0045]@14CCi*MA (FA. HA. PCN> G> 

fl^^OU^, @l 4fc*rt*T. FA, HA, PCN 

^ 9 - ma 7D h :ajl4NM»3 2 

1. MAVPNMM322, *ybv-*1?-*fr3 

2 3 

24^*M*«iS3*'i£ 0 MA^a h 2*gUtf3 2 l It 
A A A y a l 3 **Mgtt» ^AAA^PFr? 3 

3 1 &*'<-fjHPtm?6-e,f<f*i P^nhaA 
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*fifi»3 3 2*6flk«Sfts 0 *fc. MAVPNMM 
3 2 21*. AAAXttMI P^'d hr^^Ucj: Oii^n 
fc V P N«tt* * * ? a T&VP N1fif^+ + , >^ 3 20 
3 3. QoSa»«3 3 4. SO'H^-^l«^33 5 

[0 04 6] VPNM*+?«/a3 3 3t*ftfc|l7r 

». VPNM* + ?W33 3(CM3*fcTOStt 

3fcR£?&, h>^,"HMinaJ3 3 5it VPNtt«+ 
t v fa. 3 3 3 ftftftjfeo IPrn^h tc*f 30 

*fci PS ecftta^y.U3 3 6 tc 

SPK ESPfil^ ESPSS5E**»«**. 
r 7 - **-**3 2 3;0^^r/w^tcffi^nfc 
* h i* i P S e c NM?-7*3 3 5 fc*BL,r 

[004 7 ]jgi5 celt IPSec«i*-:r*3 3 40 
3®-Mt*t/'a<« # IPSecttH^-^at, i 

psec^tg. espm. ^4JH*»tntosn 

IPSectt«tlPSec«W^>X4n,jx^ 
ift*. iPSectSIS^>x^>^^^ rK ,^ 

?*Espmmm**>msti&. esphm* 

ESP»«^>^4?>x©SI*#j'C*0, ESPtttR* 50 



^«Mi**ESpawK «a ah 

M»«, ESPBDUt. ESPWHM. A HISS 
«. ESPOSft. ESP*Mtr»*$n& # h>4 

mmt v > **nmm > * * > a©s 5 a 0 r 

[0 04 8] *?t7->*-*j|,3 23t*, I P/tjr 

^3 3 7 4»9. ^ ■7-^^-^3 2 34* I P 
'<*>9l»4>*:f<fe*ft ( r ^ hsajo 

[0 04 9] 01 6CC^-^^>^-X'U3 3 7(D~ 
-4W»*A-^i>^-7'jU3 3 7H tt 5g 

N>4^ajM^3 3 &n|f»ori^E 
SP1M««lBt/rVMi:«nA:/^ 9 

A 3 2 4 ii-t^S^ ? h « - *rA'V*-s<r>4 ^ - 
^XttMAtfLAN. ISDN, ATM^-;^ 
J 0 0 5 0] Hi 7-^24 ^tt M A OtH? p 

**MAtmz<?i,*xmT&. mi? it, maom 
«affi?D-t?**. ^ 5 H7-^3>-.t,.u3 2 3«fca 

41 „ h9->^>*'7x-^3 2 4J:»)Mir- h^if 

3 h^.r-^.'^r.H h^ve^o^W^ ($2 00) o ♦/ 
^ 'J > J^Hir ^ ^ ©jS3Kt*MA 7D f> ^ ^MW3 2 

S 2 0 1 v tftCW-CAtitfA r ? 2 0 3 -s*ia* 

[005 i] f h©«^l*MA^Dh 
3 *"W3 2 l^m;<i*?l<»mmu. AAA 

3 3 2*?t3 <S2 0 ! > . &IC % MAVPNMjW3 
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2 2 tmuz V P Ntt*<Dtt**ff 5 { S 2 0 2 ) . 
7 ?S 2 0 3 fit * ? I- ? - * ft-* j|,#3ftsf 

^3 3 7*#Hl/ftt«'r*. **h"-*ft-*ji, 

A*«w«^ < 4 x r&ntfx ^ ? zf s 2 0 4 ^asa* 
^a^-, teas?*, 

[0052]^^S2i)4ttt. MAVPMMM 
•J+*>t*y h©T0S1S««|**< 0 ! p,<*-. h 

MWWTtfc^^? ha, Bit. *7t9->ft- 

**3 2 3fCK**i, tflAMdftfeiP^^te 
jefcKg^t, * > ^7-- 7% 3 3 7 *&*NS$ ft 

[0053]Bl8tt MA^DFnjl4fS«3 2io 

r ^ :/$ 2 0 6 -\ -J5*:JU)\, \p?ai a^fcft 
Kx??7$207A.«Bt9tt?« <S205> o * 
f 9 7$ 2 0 8 t?tt AAA7PF a JUHflft 3 1 * 
a»tX" AAA^D r aiKC-^aftte <H l 9#HS) % 

aa A7D r 3^«<:fj5«©-*i i/ctilnsnTi** 

"•fJH P*oha*«9Bl,T****S2 07^ 
*HB«fcr. *^?7S207r*tt ^iHP 7 'a 

t=u*yitt3 3 2«a«br«n«ft7r^ 

[0054] HI 9 It AAA7Dh5J^i^3 3» 
MGfi7D-fl-C*6. *r, SfiUcAAA^o^ 
W9. VPN*Ntti(Ut,T«i*vPNIlHl*** 
^*3 3 3^»»r^ S« % jH P7P 

^^^»3 3 23»»H«&aNc. **?S'*<!>s 
*1? ?fc*afE Wr>t * i> htcwMbtcC t 
t-Kf^^ytSr* <S20$> 0 AAA^nhaA 
©fefift, AAA7DF5^fiS«C— K^lrTffllS 
4vc<r»6*'(-/*| P7D ha^KOffir (S20 

^ < HA R > bh&aSBG&ji ( H A A ) & 

mforz <S2 1 1 1 > e 

[005 5] mZ0\t^U)l \ P^nha^g83 
3 204H7D-M?**. XT?*SZ 1 2'Cfct * 

*r*. ^^^giis*-c^n^^7 7S2 1 3 

«iiapC«l«X^*7 r S2 2 0^ % BUCBindi 
nqlWate), B A (Binding Acknowledbe) X'$>&*r ? 

[0056] a. mzmvms 
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tbett^S«cntfA^^ys2 1 4^« 

SfitfeMA^FACr>3S^x^ 7 ^ S2 1 7-sftfflt 
(S2 13) 0 *?^7S2 1 4tT'lif4gg& 
-rf ^%-^^Hi6fcMN<z:-v p Nj*9+ t 7 ^w> 

g w 7 k «n»r k u a ratts n& r f u 

3 [ 0 0 5 7 ] c m^mmutte ? s > i d^m 

N<£I PTKU^^f#fe1*^c^^. ^Jtt^^ivp 

^. > a ^ >^ecsft$$^ct^^«5nv p Ntttgyo 

7<7<<J\,&mi>, «%GWtt9U«nvPNR3Epjft 

6 <S2 1 5) # at ^^S2 ! 6*Ci^MAVPN$!la 
»3 2 2«MllU 02 1^^-^^^ 
*»^^*^i»EMATl«Sn*y^*- 

^t«n,raiar* <S2 1 7> . 

[0 05 8] B. &m&Z<D®$ 
Z??7$2 2 OT'tt AAA7"P h^^S^3 3 I 
« A ^ ?E>^t;^^-^ ^ ij ft + ^ ix a g 

[0 05 9] C. BU, BAO^ 

^^ 7 'S2i arit m*?*-^Bu-c*fti* 

^^■^■S2 19^, BAT'*»tli«^ 7 7-S2 1 7^ 
«E*4Wrt-^ PCN©«^lt PCNSdTcC'CN^ 

rc'BU^-.-fe-^^f^s^r^ cofta* 

tt. N^t£ffft 2 0 0 0-32372 ©*35r**d n 
«aMA^PCN<?>«&ttBU>^t-S/fcB»$ 
*wfeVP NWBtV P Nfifg+ * 3 3 3ttifctk 
C<aBftY&. 5AiSMA^FA<?>tS^iiVPK1§l»+ 
^9^333 G W 7 KI,a ^ B U -rf ? tj - y t? 
a^fl^nfcff F AT K l^^^iSlM^ a ( S 2 ! 9 ) 0 
[0060]@22it MAVPNMWI322®U 
7P-0gr'*>^, *r?3'$2 2 1?&QoSM033 
3 4=&Hftt,. ^tcxr^^S2 2 2*Ch>4^sftai^ 
3 3 5&aiW^ 0 02 3t*, QoS3N»£3 3 44>«!. 
^^n-^r'^^ 0 3fe^. ^?7 p S223t?VPNtt 

CC V P N fM ^ > x 5r > J o S f§# 0 K!5t*C^tl 

^ ? 7'S 2 2 5 *.«Bt9*(s. € ^ 
S^7^(S224>.Xr^S225m V 
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v b 7^5*7- 3 2 3 K«*Ar#«M - h 
3 3 7cr>««i I PS e c*W*-:r*3 3 6®Ka* 
( S 2 2 6 } o . VP > 

ri'Wttftftzimr^jzic.&sEi, (S22 7> , 

*fc V P NWM <f > A * > *£>V P NISfR^'D 7 7 4 )l 
WW^f, I PSe cttff^^33 6CE>h^4JL 
mZ-O^tyzZWETZ (S2 2 8) 0 k 
[0062] ^t^S2 29T»lt, VPN«ffi^>^ 
* > X(7> V P NWrp 3 r ^ Art-te ^>Jr<W 

6. 23 0tW. VPN«[^>x»a(5> 

VPNNHl7 p P7r^|4SPI«Mtrr t SP!# 

P I*C*n^^^7S2 3 2^*AfI£$*5rT£ 0 CO 
7*7* A h S P I C^l<?OTaMAl*fCt^tiK*> 

OiT^ 0 ^^^S2 3lX , Mt l VPNflMR«/>X* 
>*©V P N 07 7 ^ A,OS P I £H&?£ftf* 
«£ESPratU>**>accS*T* 0 Sfc. Xr? 
7$232Vit. IPSecffMU:>**>XK:ESP 

[ o 0 6 3] wwi* c not vimox* fc*>p* *> 
tic, -mmm<mmz**)^w&&tcM^ % 
krw l tern i <o^mt \tm>-^mm. * &mm 
wm^^xmmr 02 5 1*. *^©©2<^ft 

«>VPNKt« <MHA-CNnvPN*&Nf> *^ 

cccii, ft&XMH 1 -co- * \ 

SP2<7>FA2 l*fc±*K>W>0>GW5 IK VPN 
i SP2*>glJ©FA2 r fcflWisfciftec, £©J:5 

KvpN3»fl»»$n^€H3«wc^ut:i^. 

[ 0 0 6 4 ] 0 2 5 tCfe^ C, ^-tf©M N 1 #(Sh- K 
-»W>2rtrFA2 -vtHW*44, 
A i PmUHftftF?? h <dran-i«*H»biiei 
p-optwM>9) fc&^snco&j^te. IBFA2KDT 40 
K bWttmt^ » ( R e ff R e q ) 
%&m& (®> „ SfF A 2 i ■ t*C©®i£g*£*M 
(AMR> K^tf>r (©) t @ISP2 
too-^AAAfw< < A A A F ) 2 3K£itilT 

AA A F 2 3ii, sBiffp^ {AMR} £ 

IBFA2 !©1§$B:^5*Vtt*&*g£. VPNIfflR** 
?^*3fc&FA-HA©VPN*ttWl,rFA2 \<K>T 
Kb*£ffFA2r 0>7 KUAKMtbfcfc. FA<C 
SRSTiCcr)VpN^7-n!7 T 4^£<ttDl/feI8B&F 
-tf vfe-V (A MA ) *&FA2 1" so : 
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[0065] F A 2 1 ' ttftKMN I »&SftbfcB» 
8*/;t^(Ree Req) ^ HA 3 ! fcrjeijUf 
£<<3»* HA3lWVpN««++7^«[>5%. H 
A^6FA^VPN707W^iO, FA<7>T 
n^£§rFA2i IBFA2 1 

^•IPSec h>4^UJ»o, «FA2 T -s*ffc 
ft I PS e e h >4,'l> { l ) «j*r* D <£S 

£s*ss»7« . sites >'?t-y(Rej Re 

P > £F A 2 r £ (®) t 

[0066] FA2 1 - ». VPNtt«**7t***» 

». FA2 r ^£HA3 l^cr> | PSe c 

^-T*fe»OlS«4 i PSe c»«^-»^Hc»3e^ 

V7FUA<;BFA2 1. «fcCW7 Ku^**fFA2 

[0 06 7] IBFA2 I«BU->f **-^KttliB3ftft 
VPN«W*t + ?^at,. FA2 1^^>HA3 J^O 

1 PS e c S43n^3Mb^fc' 
b # >^f^^. IBFA2l^§fFA2 

( 3 ) *air^ H A 3 1 ^pffc^c I P S 

ec h>*;M l ) ^<?>WD»^Bf^MN 15&«:BFA 

2 rCMOfc^frs hc*^rc<?>I PS e c 
(a)^C.KFA2r ^H»Stl*. IBFA2 1 

til PSe c (3) ©S^T^tcBA^-^-b 

-i^MN^^^ (®) e CWCJ:^. lfrFA2 
r t*«*tes^ ?-b-i> <Re bt Rep)*MNi 

[ 0 0 6 8 ] B 2 6 », *moST3 ®gafc«£*l,fc 

«>VPN»*WI (|»WHA-CNHVPN»S») ^ 

0^*9, ccm, ^tei?9n:'P-5>^tjisp 

2<£FA2 l^±SK>>f ><^>GW5 ICCVpN^Sft 

SP2- ^>9ICFA2 i' i'^J:^ 
ccv PNsWfllJIISn^fcHlsWc^otri^. 
[0069] @26 tcte^T, i-1f©MNl«JBw* 
«5K>W>2-2- BB*W»f^&4. D ! AMETE 
R^^«U i Fim??? h (draft-ieif-calhoun-dia 
neter^nobileij>-06)tC^^nr 1>Z £ *> CC, ii^(?>^ 

mtims&tm^mv. < r e r r e q > 

6 (CD) 0 »H*©F A 2 l • idtcosaw* 
«:l8H**-rf 7^-S> (AMR) tcs«> «2» . e j s 
Pfc<O0-*7A,AAAV-J< (AAAF) 22' ^/ro 
r. a-fW-il SPCAAA (AAAH) 33tC 
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[0070] AAA H 3 3*£, V PN1S«* * ? 
FA - HA, HA-££GW$>2^VPNA^jfffr 

FA-HAKB9^VPN<!>FA**fFA2r 
<07Ku*li«*SM.*. XC, HA3lCCCa&-?0 

v p n^>7d ^ 7 4 btmuitiuimm** * 

S^(HAR) ^itt^> <®) 0 HA 3 ! it, \mm% 
y fc-t> ( H A R ) KtfflJSttfcV P N1*$RT'+ 
* vi':*£g$lrU HA3 I^^IBF A2 l^OCT'I PS 
ech>^;^Sift, -s<Wlf&JaiPS 
e c h>** ( 1 ) *«*T* 0 ffc, tt«*«B 
**7^ tiMfsfi*-rfy<te~s> (HAA) £AAAH 
CCilT (€» , C©B^ IHFA2 107KUX0HH1* 

[007 I] AAAH3 3atiB£»fc£>>?*-*; 

A-HAOVPN^Mffll/. FA6CS*r6C©VPN 
^ D7 t ^**W*Bt/A:S«SElSar> (AM 
A> £AAAF23' NigS?* {©) 0 AAA F2 
3* i*MN l©n-HM^>rtWfltc«^ 
fe^VPNf|$e?:AAAFnCc:+^^^^o&«. *n 
£FA2 i KBiS**. F A 2 1 * S23Qt^^ ? 
<AMA> tCft»5ftfcVPN1S*^+ 

KFA2 1" ^6HA3 lMDIPSec h >** 

^rzfc&om* i p s e cNNR^-riuicn»- 
*. 

[0072] <?6fcl, igiEJtaf^ (AMA) <C 

IB F A(7>T K V Xifi&* fix C * &*f V P Nfttt* Hr 
?-'*&t£¥U. M7cGWT n-*£IBFA2 I, ^ 30 

PN1ff»£BU> ? t-iHCfflm/cHF A 2 1 

c®> o EFA2 mBU^ ^-^ccftftgsnfc 
VPNfMtt + ^at,. FA^HA^IPSe 

b 4 >^T^^tCC^>F A2 l^^F A2 T 

PSe c h>*rt, (3> *a&$T£ 0 
[0073] «0HK. HA3l*IPSech>*Jl 
( 1 > ^a>^9tt^Hr^MNl^BFA2 1&&{SU 

r»FA2T -sB^sn*. FA2liiiPSecr* 

<3> ©Rtt7tWCBA-tf*-fe-5;*tfFA2 

1 tcm (®> ft cnia«\ f a 2 1 " \mm&& 

(Ret' Rep) £MNl tcjg&ir* 
(®> o ±at//c**«2Scx3tc:<tWt I s 

p£ft<.,riiff£?T^-im % £»©gw«bk*s» 

V p N w - * £$#Pjg&<L& 
[ 0 0 7 4 ] ® 2 7 It *&B0*4 <E»H**i,fc 
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^(PCNt^5±) £^cfco, ccrt*a«*©D 

- 5 > I S PsWftBfc V P NRjfijfiv V P N 
GW CPCN) £«i/?i>*«^VPNttttflftB 
SMKwbTl**. IMycVPNSCPIttftVPNGV 
«to i S Ptt I S PH-co- * >?£8*tt*t ft 
CC. ftir^P^^CN-CmfltkCC i SP<J>K 
>W > T K U 2 £ G W«g 7 K Ua £ S3 , G W«9l 
fcVpNftflRJCTtttET*. 
[0 07 5] B2 7CCfc^c, cne^G-^m 
.0 -*©t*yji*©l SP«cHBA^rt**a-!««»#) 

! PCDfiSffiSKft (Reg R e q > ZmftTZ 

(®>o fas M*c<?>aaw**HiH»*-rf?*-v 

(AMR > (CSfcTB I SPrt<DD-^'UAAA^-M 
(AAA F ) 2 3^/rl^C. Jt-W^-^ j S P<OA 
AA (AAAH) 33^ftif^> (®> . 
[0 07 6] AAAH3 3i^ SSl^^^Hr-tMA 
MR) CC£*ft*:NA rCVPNr-^-X3 4«rfe 
«b. CO^-- sncBV^VPNNmtMti]^ ^. vp 

> n^-^-c^^ 3 4 ic^-vmmfrt bxmbxi^ 

r^A^P-s>^i S P4frC^it GN- 
0W7KUX«lt^&VPNIifl»^t»**C4^ 
t>fr*Q>V % VPNtt«**y^teFA-5M*i S 
P4QGW (PCN) 4 l©VPN*aer* # HA 3 

jt*±-*j (har> «a«rr« (®>. ha 3 ut& 

SS^g^^'te-^ (HAR) CCftSo$nfcVPN» 

PNi*»K:as3n&affl*GW4 i«Gvan**jK 
vpNiwa*pnr^^cr>r, iii^*cN^ 2 

A-C<CCOVPN||Ml«l4jiqoA:MI m$WM*vk 
[0077] PCN 4 CNAZftXtCimztitc 

Bu*fw*iu BUKfflnsnfcvpNWwt+t 
* > * f ^ 0 mm titc v p Ntt«K tsi-Mwttf-- b- 

^T 7 e>^fT^fc^. PCN4l^FA2l^ 

j p s e c h { i > «se^ m i p 
item* ^h2-^ba^ha3 i^jgjat* ^> <©> 0 

H A 3 1 ti B A $:^{f IT ^ £{£g£H££>> 3 -fe - 
(H AA ) *AAAH3 3^f (@> D AAAH3 3 
ttfiihfi®i6S>7-b-t> (HAA) ?:$ff^^i 4 V 
PN1fil£*ir ^a^FA-IH^I SP40OGW 

(PCN) ©VPNftWHlU FA2 1«cSBtr*CO 
V p N(?>y D 7 7 4 )l fctifQ o tctmttsg* - ^ _ s ^ 

(AMA) £AAAF 23^3^1*?^ (©> 0 AAA F 
2 3t*MNi K> ^ vrt-CCSW^Wtf^-^ 

fc«> V P N »« «; A A A F PJCC * + 9 f a t ,fcj| p A 

2 i «cBa-r*. 

[0076] FA2 1 WKB»^^*-s> (AMA) 
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mtv-t'A<D-??v>yw7'?tc&. fa2i^p 

CN4 l^jPSec BO*.»U (2> £tc 
4 Ar<D'<*? hZfe^ZtctiXOfeftZ ! P 

-fe-t* (Reg Rep) £MNCC£-r «8» • CftK 
J: 0 D - = > l/fc ! S P y*-^rt-C*n 

[007 9] 02 81*, ^MiOSI&CDMMElN^^l/ft 

Niwiei (PCNi?i£B#> en<t/c*D, ccci^te 

«4*CO--* >#SSWI SP2<OFA2 liPtftMoa 
~%*>99m\ SP40PCN4 HrvPN^^^n 
«>MN 1#B-D- i S P20 

[0 06 0] la£8ccfc^t, ^-ttt&MN li*H-K 
M'<OH PtrnWaAitV^y V (draft-i^f^iobileip- 

cpti»-oe> ccj^sntvaj^tc. 

iXRe cr R e a > tctfEF A 2 1 <ET K i"X£dti> 

r£tii^£ «3>)<> 9rFA2 1" ttC©«i3!*^£g^E 

»3R>yfe-t> (AMR> K^aotre I SPrtcc-p-^ 

JUAAAIf— '< ( A A A F > 2 3rc3tt?£ <®> 0 A 
A A F 2 3 1£. ISSS^^ *-fe-5> (AMR) KEF A 

2 i <c«wii*is*nri^»s, vpn«H»*+ 

2fr6FA-PCNfl>VPN«6SiU FAOTFUA* 
3rFA2 1* 07h~l'*KBiftl'fc!ft. FA^^i 

S> < AM A > £«F A 2 1 ' -M&iTf £ «3» . 
[0081] F A 2 1 ■ tf&tcMN 1 
5!#>:?-fe-^ (Retr Red) £HA3 I^IhH^^ 
& (®) o HA3 IteVPNfMK** >U*0>*>^ C 
*>MN 1 3!«flBUrC*4V PNG>V P N7D7 7 ^ 
ft^U FAC7KUA^FA2r K#j*fcit& 0 
£0CVPNi*FA2 1 iPCN4 1 t 

<r>mc&$kw&znxi,>t>tc#>, <-<z>Sj*pcN4 1^ 

BU>7t-t*'CiW* «5» o BU> ?Hr- 

[0082] PCN4 1(2*. BU<P£fi(CJ:0IBFA2 
l^<&i PSec h>**€MRt'. -enecfW.'CSfF 
A21' ^IPSech>^.'Ml> £s£ltT£o «t" 
<?>&. BA^?*-^HA3 I £311?* <©) * H 
A3 1 l£BA> ^^-^©«fitCj:Dgai5lS^r> 
i> <Reer Rep} &&FA2 r K&is?* 

{©) o #rF A 2 i " ttVPNfl^^ + ^^^^ftiSl/ 

ft. ^FA2T ^PCN4!^IPSec 
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mr*>tctiX»\m& i P S e c«»^-^'U^ift«^ 
*. J!KVPN1*«**?i':*fctS?U ^KItcGWT 
Fb*£IBFA2l, 3S*GWTFb**«F A 2 1" 
KS COVPMMRftBU^'-b-^Ktf 
JBUTIBFA2 1K»W^ «8» . 
[ 0 0 8 3 ] IB F A 2 1 3 B * ^ -S>KffflD3nfc 
VPNMr«€r* + r^at/. IBF A 2 1 ^6PCN4 1 
^<D I P S e c h >4 JUfcMfcl,. SfcsnfcMlffc* 
10 -tf fc*>^&?T'>*tf£fc:lBFA2 lri>6*rFA 

2 r ^aa-^.^> k^^h^> j PSec 

< 3 ) ^aftT-So IBF A 2 ! 3d* ! P S e c Y > 
^D^B?«:PCN4 I d'^MN I «Kl«at/fC^{r 
htmcC'IPSec h>4.'H3) ^/rUT^rF 
ASl^B^ti*. FA2 1lt IPSech>*;l 
S^^TmtCBA^ ^-b-t^ig^ra <®> ♦ *€FA 
2 1 ' tt*SiatS^ yt-iMReg Rep)^MN 

[ 0 0 8 4 ] m 2 9 1*> *%W0)»6 

G>VPNRSffll (PCNSfflS) ^UTTfeO. CCT? 
t**tt«4t?o-^ >^^3 1 SP2C-FA2 l^f^ff 
«©cr- ^?m> \ SP4(^>PCN4 1 tCVPN^K 

SP2' <?>g«C'FA2 1" fc»ftOS k c*B'&CC > i'CC-J:^ 

ccvpN^wSS^n^^ia^flyc^t/rt^. 

[0 08 5] B2 9CCfet^C % Jt-1fODMN l^V^ 
WEM-OB2-2" €:«Wr^*i. DiAMETE 
R^'^^jU ! PWL&Y h (draft-ierfHialhoun-ch^ 

HttK«*<!:FSit;#Jfi!r'SiR»*>- (Ret' 
R e cm > *3MH'T& (® > . F A 2 1' I* C <&»§»* 

*igii**^ ^*-s> <amr> ccsfcra i s Prt<?> 

D-^l/AAAtwMAAAF) 2 3" kithX, a 
-1fCC'*-AI SPC0AAA (A A AH) 3 3KimSlT 
^> (@> o A A AH 3 33. VPNtt«*t7^*KlF 
A 2 1 -PCN4 lO>VPWm*£&%<OV, CCC-FA 

2i©rKu«ifFAar or k uxccsartM, 

^0 -eur, HA3 ltcac<DVPN«)7-D7T^JU«: 
40 W7BL,fe^a5^!^^> > ^'fe-^ (HAR) ^ftt-^> 

(®) o 

[0086] H A 3 ! It. (4aoaiW«-rf * 4s -S> ( H 

AR) tciwpsJh&vpN-iaiir** ?^a«»si/, 

BU> 5t-J?*PCN4 l^Sffl-r^ <€» ♦ PCN 
4 lttBU^^fe-^WlW BFA2I^I 
PSec ^ SfrFAS 1" ^iPSec 

Y^rl)l { 1 ) Z&it?Z. ZO'ik. BA^^-fe-^^ 
HA 3 1 tC^fIT^> (®) ♦ HA 3 1 ttBA>* ?^^> 
«r«ffi-r^if4S»^S> ^4r-^ ( H AA ) ^AA 
50 AH 3 3^3^^ (®> ♦ ca>B=y. BFA2 1C0TK 
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[008 7] A A A H 3 3 &&Ss££i!££F<rf — 
(HAA> *SfiT£<h. VPN«M***V*^F 
A-PCNG>VpN«ttHU FAK!SSET*C<C'VP 
NC'^P7t ^^f^tttjU^aJCSS> 3fb-t> (AM 
A> £AAAF23* ^£fi?£ «Z>> • A A A F 2 
3 ' &MN 1 <Du~*7>l K > ^ vrtt^^i&tcttifcS'S 
fe»VP NtttRfcA A A F PiCC^ * ? UtM. *tl 
<c(S F A 2 1' «FA2 T USHI&ffjt 

t"te-i> (AM A) tCftMjStlfcVPNWIfi***^^ 10 

is* $ ft/cSMf tv- - fcx<j>-? ? tr > tf - & 

WFA2 l a ^PCN4 PSec h>* 

fre-r^fcttariMR* i ps e ctWR^-^wca** 

[0 08 8] *rt<r>J:^(<:ffiSEJ&8F-rf •pt-tXAM 
A> ttTIBFAS lOr Kb^^**l"C^*»&i*, V 
PN««**^f»ft«WU 3HEcGWTKb**IB 
FA21. 5e*GWT FUXft«rFA2 1* kSS&x 
fcfg. C^>VPN«M8*BU>^-b-^ft*II^CIBF 20 
AS lCC&fiT* (®> . BFA2 I«BU-***-?> 
tCtfftsnfcVPNtM8£**?^U IBFA£l*> 

2 l^SfFAS r ^A-X->0 K3|-7ie® I PS 

[0 08 9] I PSec h>*,»W!)WDlf^|WCMNl 
SKPCN4 l ^MHU/ftyf*"* hfc*£tTC<£ I PS 
ec h>*A>*ftl/C«F A2 !" ^0£<*n*, IB F 
A2lt*iPSect- ( 3 > €>R£%.Tf&£ B A 30 
y^-*y*MN*cjfit (®) o eWCJ^J, S^FA2 
1 1 i»£@j£S> ? -te-^ ( R e tr Rep) *MN 1 

(®" ) o ^ff5SP6Kntt'<J:9K. 
SWKJtttto-S^SWI SP^-^tcMlAl/r 
C^^-1f«^-7rt©e«<Da«*iVPN«:»* 

[ 0 0 9 0 ] B 3 0 It, ©*Mtt£SROfe 

*>ccrc*£ 0 **ifc«ta-i«(i«:«)afit«>si*Bt i «> 
vpN»««t^i/rfeo. cn^T'i^-w^u 40 

*. 

[0 09 l] VPNtt**«*K*a^-"«l:. 
W*-* i SP3aWl» , r*VPN*-t:A*^#-9' 

c - a - 1> t b fcW E B r * y 3 6 tt V P N 50 
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r- ^-X3 4©f**-t«!>V PNttft*^— 

MSB*-* (Reg R e q > *rJJKS81fel/T 

C^FA2 i-sSttJf& <©) o FA2!tOT-tf*K 

SPOAAA ( A A AH> 3 3#:£ffi^ 

& (®> o 

[0 09 2] AAA H 3 3&» VPNISfc** 9 

(AMR) (Cd*nfcNA lTVPN^^^-^3 4 
CC^^klia^cr>VPN1fi^^«til'r^o 

t^7Kl^a-S >99Hhl SPf%t?fc*U^ CN 
-OW7K U **ftSfc*6 VPN Utti!**! "C* Z£t 
±H>fr&<OV. *«TI*VPN«I»* + ?2/ 3 l<CFA2 
i -iid^i SP<DGW (PCN) 4 1" 0>VPN£5§: 
JE?£o HA3 ltCCCOVPN^'n^r ^JU^dJJDL/ 
fel4BS^R*>^-fe-^ ( H A R > ^i^rr^ 

(®> a 

[ 0 0 9 3] H A 3 1 it. tii&&$mX* v < H 

AR> &cmD2nfcVPN1S^-fr+*^>>^T^, &fi 
asaiW^Ta. VPN«HRCc:Sg*St>fcjM*GW4 

r ©gw!W]«:*.ki/. vpNttWK^pirA^r- 

iifl^^CN4 2" ^^C^VPNttft^flfiQl/^ 
MI PSS#JEK^^-b-^BU-«:MlT^ (©> . ©P 
CN4 1" iJCN4 2" STK&ffi^tlfcB U^f^ftS 
Sb. BU^^-b-S^llfBSnfcVPNflMR*:**^ 
S^fi. 5MSnfcVPNt(rlRCCfflt«8llffc1f-fc'^ 
0-7^b->^tfofe^. PCN4 1*^6FA2 1^ 
OI PSe c h>4^ ( 1 > «fc£T*. «e<W«. M i 
Pg^^^^-fe-^BA?:HA3 HCiS^^^ t 

[0 09 4] H A3 Ii*BA^7-t-^«ffr^ifi 
BBBlSS-rf^*-^ (HAA) &AAAH3 3K3ST 

(®> 0 AAAH3 3t*fiiBSejSS^7-b-i 5 (HA 
A) **kfc?Z>t, VPN1«R+*^^ ***^FA2 1 
-iifl^i SP^-GW (PCN) 4 T ©VPK^S 
I/. FA2 \rcmfe?2>C<DVPW<D?Q7T << 
falrtcmtSSg*?*^; <AMA) £AAAF 23^ 
^ffT^ (®> . A A A F 2 3 (iMN \<J>a-**Yj* 
4 > fcX'<Z>®£ll£ftfo'? 6 tc&V P N telS* A AAFrt 
JC*+^2/at/fc», ^-*1 5 &FA2 l&m&tZ. 

[0095] F A 2 ! imSJt&J ( AM A > 

9Wk^b'^©^?b*>^«i^A:«. FA2 l^fSP 
CN4 T ^C- 1 PSec h>^^ <2) «t»5e'T^o 
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*-?*>-t> {Retf Rep} ^MNKiS^ <®> 0 V 
V P m&%mux^Z PCN4 Iktyj^ZjAO} 

[0096] HA3 lttBR-rf7-b-t?ft«rr4i, 

7 * << as§7 * t? <c b u $ n& t >tc&>&ftcc>v p 

B^^OrVPNI&TEfefijg^^W^Ofe^. 
*S^*j*<t^n^^VPNr-^--^3 4^Stt 2 

6© 1 » 'J ? * v p NBBE«C!>JSJBPI#«il *E>ft* 0 
[0097] CtflEl) P,t,^ ? -^ fe 

A.^ h ^ - ?^:l^tov p Nf - $ 

-A**!-*-* a***^-*. awjw®ais 

U1t*~VQ>V P NDM« V P N r- 

a»/x»fl** * ^ 9- ^»e<t««<o^ ? h 7- * 

^KHcc^netii PSecicj:SVPN><A£g&£tf 40 

c<t«tow*vpjMS/x*A, 
(ma 2> nHwraet*? h 

*©»**c J: a ft ggfcl^* t b Ztmv- ;<&V 
* * h * s» ^ SttfcVPNflHl!£iHI 

■<h*M» 9 b 7- tm®, y I* 

£jfftt*>* * h 7- *nn t atx/x^a* 7 ^ 

•ffc* ! PSecfdJc^ypN^AiCgftS&rT^, ft 50 
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b®DK>XA-j*;\> Kt^Bltc j PSe cK££VP 

y • acxvpN«r«sr4a«**xh 

PTKU^a^^^-S^-lf^CtcrjVPNttlR&fe 
> ftaBlSafiO^^Ao 

ST^t^v r^-^i^^u. girt 

^m -^ ^ ^? - m&miu®m*<»*~A% ? r 

7 - ?m*<Dli&fr 6 V P NS^^K 6 AAA 

*- A4 * h 7- ^^«H4BSS->f 
{ftl36 ) ft-t* vf 1 ?- *££i* v 1 1 r is^tc <fc 0 V 

i^- f a 7 d ^ 7 >i Kffi ^> f ^ Afr*«5f ^> 
1 p^<k- ^ utmmm** h^^ct-A 

-7^1*^ ^ h 7- i?»B-s^> jPSech >^^tcj: 
iVpN^UtKW&^ol-a^etJBfT*, ft 

>h^i6j^r*B«Jv i psec l k >.t^(cj:«ypN/f 
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fc£;a-1?<Z>* y h 9~**BRC«t»x--i>* > HC 

* ? ^ i/tra^MBx- > h 'sgir***:^ 

- ft«x-£>x > V ii. «ei/fesSBSEi£»^ 

-Ax-i'^o hccflttfc I PS e c h>*JM£«J:&V 
PN;<A£J8£l/fcat ^-^0>»S«^fiSS^*S 

<f1l39) 

- ftttx - i> * > b 1/ Ail4»»3W*«rtS«: 
$ - AX - *> * > HH0> V P N «rtRC0^»x - ^ * > t 

tta^sfw-au-^* > h estate* -ec-wia 

iz-^t^AX-5>x> h^gSt^Ci, 40 
V p Ntt*<W*»x - :> * > r *5?f »x -t>*> 

rcc^fcvpN^A^jr^L/, e^ttfc^ 

&£»tfx--i>*>l'tcfltffc i PSec t>*.*tcj: 

50 
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- ft?|»$x - i> * > t tt . kfcfiHOBSfcS-* y 

t-iHc^jsn-sv p Nttffl** * ig«<*n 

K^6*-Ai-i/a>htClfil^d PSe c 
Kcfc^VPN^^S^l^cft, ^-if^tWS*^& 

<mai 0) <**>k, 

#x-*>*> hC£x»JTKtS*i>U «ca>£IB?J#x- 

- !K?f»x-S>*>l«^l/fei4g»l®*iS««r 

J: D + ^ ? V^. trab-2>^^-*- Ai-i > hifl<^ 
V P N«HSC^g[U-i^ > h ««Rt»f*x- 1>* > 

(ilJ:*)** ^^>l/i:ab^VPN»tR«:H*H/. 

x - i J * > ^ ^ 6 IB?f»x -t>*> hteWW&VPN^ 

A/.-i>*>^ 6Sf?f ^f5x - 1> * > h W 
fcl PSec b>4^HCcfc^VPN^^«:WtU. (ig 

tiM^T awiiiaiewss^ ^ * - ^«r* - ass 

- p - *7 )1&MV- ? . ^{f l,tcWMS&&* -ft- 

^5x-i>* > b Ng^^ C i , 

- K^3x - S> * > b i* . ^{f 1/ A:i8ai£ar > - 

y^a^n^v pNtjMR** * v is* ittsnrc-b 
h^6*-Ax-t>*>h«:ia]itfc I PSec h>^^ 

- Mix-t>x > h ii«flii,fetiBae»*»tt** 
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tf*Wfc*«AU 4 ? h 7~**tta9f*VPNIM» 

* - ^tHMWi v p n ati0ttBrc*£«£tt jm 

lSid*^«x-^x>hiCrtW& I PS e c I04A 
KJriVPN^^Wtl,. *4>ft£f|&«Bj' 

* * £ t OUflUSS^ * * - - AggaEif - ,> ^ 
h 7 - *ttW©V P N1Sfg^ft»ty-dgSEJClSS> ? -fe 

2>«©l«DShfcV PN««** + l/C*6» 

(Cft*n6VPN«Mft** «Cdllft:Hr+ 
■If'-tfXfcBSU *MRx-*>*>hj*64 

* h7-*ttWeflttfcI PSe c h>4JKCJ:*VP 

*6«*c **(»£*& 

VPN®Kt#£. 

- n-*rt«lWw<at. *+?£'*or*<S*>MBx 
h-4 h 7~*ttKn0VPNftHto$MBx 



($■20 02-44 1 4 ! 
30 

J: 9 * * ? w t/r*&5*»x-i>< >h-4^ hs- 

^«bb<?>v PN«a<?>«fax-^x > 
^vpNaaswaeHFr^A^ciB^x hbkc© 

4. 

10 0* + ^2/»b*CA*VPMH»«*H*^ 4? h?- 
^KlH^^IBil-Wx-^x > h (CifiitffcV P XftM 

- H 7~*aB»6*fl»x~S>*^ ncnntfc I PS 
ec h>*iWC < fc*VPN^X«r|ttU 

ftig > ? -b - y £ * - 1 ^ x - v * > h i^irr * t 4 , 

feSS^teSF^y-fe-^-Sr^ax-^iVh 

20 ^- iHc^*ti^ v p mm* ^ ^ 

1**64* FF-JteBttWJft iPSec F>4;i«c 
^vpN^u^tu^ x— ^cpsptwa^^fig 

30 m^^Ci, 

J; o * * * i/t:*&ftttx-*>* > h -4 . ? y *i - 

4. 

o - *-Ax-i>»>Kat . ft«(/^:fiafifiW«f|M 

K*o*t?f »Ltr**vpNimtjsifu 4* r 

♦J*+?2/aUt:*&VPNI(IW*I*ftr, 4 * h?- 

^ftB*6B»Wx-y * > r tcmncv p n ax«m 

y h 7- ^^g*^ifr^f£(ix-i/^ > htdlfiJWc IPS 
ech>4*(CJ:*VPN^X«rlttU *©«iq** 
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2 0 0 2-44141 



«c . * + l/C***HBx-t>« >h-* y 

^ 7 - ^tteH<z)v p mmmisttim&z* ? * 

S>**«>MiM tifc V p NAM** + 9 t/* |/c*&* 

^MntVPNfflKttjwt,, «**ftfc-fe 
**'J?.f -*-^*Ku •Plftx-fjOt* 
6* * h 9 - 9IMHCM**: i P S e c h 

So 

(mai 4> <?6k, 20 

tt*R*»^<yC. Sfi7c^B?f*x-^ x >F5cjc^(i 

**»Mix-j>»> tKftftlliifcvpNmKfljn 

- Btttfx- > ^ SftUfclteKfr< ? 
s*D VP NWM** * „ j,, IBMjx-V* > 
6^-^x^x>h(cA<iA:VPN^«MlttU *S 

s>* > h ri*6ltttttx<-£? * > h tCfiatffc i P S e c I* 30 
>**tcj:*V PN'fA£Sl«i/fcK. Jpffcx-y, 

93?i*I 2 

{tfjfai 5) 

L/CftftVPNMtiHEbr, «IS4IH««x-*> 

- BVMVx-£> x >h». *attrfettdl!*f>>-b- 
S^>VP Nimit* t * 5/* i„ B»»*-tf * > H> 
M*- a x- y x > h fe v p n u jg 

c«tifc*** >ir^ - t^-f x*Rstr&ia*ajx- 

> h a>&*Jr#3ix-^ x > h ccAtf A: iPSecF 
>* i: £ V P N 'tt£R« O fc». tphfcc - i> * 

i 0X1*1 3K4K>fttt, 
(tffai 6) s*>tc. 



3Z 



- a-if^^^6^*x-t>x>Ftc^-fc^ 
(dial 7) £^tc v 

~ * * * 7- *ttBt*BT<Wie#* Kz>5 -f ? 5? Y 
[0 09 8] 

n P(cfc»*tSB«i**(itta»» / 'c l a 

r < >S~ lOx-iicmiXi I PS e c£^fcVPN& 
««r*»t?. MN^CNKVPNffiCC«*wftig^f# 
fc**«»t«C. ff*(?>«ai'CC!)VPNWt^-K'^ 

[■2] 9 h^-Wro-Mt^fc 

[05] VPN^-^^-^o»M^O&iar* 
[06] A A A©^|ffl8Sfe^D y ZfttflMttbtcmT: 
[07] VPN1W**^^<D(toW*5i^iar* 

[08] CN-GwrKuxjtisa^^fea-c^ 
1 o] AAA7-ptxA,tmm&m'7 0-m™ 
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